MamsaTka gna rpaxgaH o I'IpO(*)I/IJ'IaKTI/IKe N npegynpexgeHnn
ONCTaHUMNOHHbIX I'IpeCTyI'IJ'IeHMﬁ B cd)epe I/IHd)OpMaLI,VIOHHO-
TEJTIEKOMMYHUKAaUNOHHbIX TEXHOSOMN:

YTOObI He OKa3aTbCH XXepTBOM MOLLEHHUKOB HEOOXOAMMO 3HaTb
cnepymwoulee:

— COTPYAHMKM NOOro 6aHka HUKorga He NPOCAT COOOLWMNUTL AaHHble
Balluen KapTbl (HOMep KapTbl, CPOK €€ [eUCTBUA, CeKPETHbIN Ko Ha
06OpPOTHOM CTOPOHE KapTbl), TaK KaK Y HUX OA4HO3HAa4YHO MMEeKTCS Baluun
AaHHble;

— He NP1 Kaknx ob6cToATeNbCTBaxX He coobLwaTh AaHHbIe Baluen
GaHKOBCKOM KapTbl, a TaK XXe CeKpPeTHbIM Ko Ha 0GOPOTHOM CTOPOHE
KapTbl;

— XpPaHUTb NUH-KOA OTAENbHO OT KapThbl, HU B KOEM Clly4yae He nucaTtb
NUH-KOA4 Ha camMon GaHKOBCKOM KapTe;

— He coobWwaTb NUH-KOA TPeTbUM FNULaM;

— ocTeperaTtbcAl «TenedOHHbIX» MOLUEHHUKOB, KOTOpPbIe NbITaloTCA
BBeCTU Bac B 3abnyxaeHue;

— nyyuwe usberatb TenedoHHbIX Pa3roBOpPoB C NOAO3PUTENbHbLIMU
noabMU, KOTOpble NPeacTaBNATCA COTPyAHUKaAMn 6aHka, He bonTtecb
npepBaTb pa3roBop, NPOCTO KnaguTte TpyoKy;

— BHUMaTenbHoO Yntante CMC coobweHns npuxogawme ot 6aHKa;

— HMKOrAa u HUKOMY He coobLwanTe Naponun, U ceKpeTHble KoAabl,
KoTOopble npuxoaAaT Bam B CMC coobuweHun oT 6aHKa;

— NOMHUTE, YTO TOJNIbKO MOLUEHHUKW CNpallnBalOT CeKPeTHbIe Naponu,
KoTopble npuxoasaT K Bam B CMC coobLeHnn oT 6aHKa;

— COTPYAHUKM BaHKa HUKOrAa He NonpocAT Bac NPOMTU K 6aHKomarTy;

— eCciu Bac nonpocursnv NpomTn ¢ 6aHKOBCKOM KapTou K baHKomaTty, To
3TO O4YeBUAHO MOLUEHHUKM;

— He NoKynauTe B UHTEPHET — MarasamHax ToBap No ABHO 3aHMXXEHHOW
CTOMMOCTM, TaK KaK 3TO 0M€BUAHO MOLLUEHHUKMU;

— HMKOrAaa He nepeBoaUTe AEHEXHble cpeacTBa, ecrnu o6 3ToM Bac
NpPocuUT caenaTb Ball 3HAKOMbIN B coLManbHOMN CeTU, BO3MOXHO
MOLLUEHHUKU B3IOManun akkayHT, CHa4yana CBSXXUTeCb C 3TUM 4YeJI0OBEKOM
M y3HauTe AeNCTBUTENbHO NI OH NMPOCUT Y Bac AEHbIU;

— B ceTu «MHTepHeT» He NnepexoanuTe NO CCbISIkaM Ha HEU3BECTHbIE
CanTbl;

— AencTBynTe 06AyMaHHO, He TOPOMNNBO, NOMHUTE, 4YTO «becnnaTtHbIN
CbIp TOJNIbKO B MbILLUESIOBKEY.

MHTepHeT-MOLIJeHHVI‘-IeCTBO - NaMATKa Oon4a rpaxgaH



CUTYAIIUSA 1
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Bbl  nomy4dwium  3JeKTPOHHOE
COOOIIeHHE O TOM, 4TO Bbl BBIUIPAJIH
aBTOMOOMJIb ¥ Bac MNPOCAT IEPEBECTH
JACHBIW JUIsl OJIydeHus npusa’?

HUKOI'JIA ne ornpasasiite
JACeHLI'H He3HAKOMbLIM JIHIIAM HAa HX
IEKTPOHHBIE CYeTa.

Homnume, umo eeposimuocms
gpluUcpamy  Npu3,  He  NPUHUMAs
yaacmus 8 posvlepbliie CmpemMumcs K
HYTI0, a B6EpOSIMHOCMb  6O36pamd
OeHe2, NepeyUcIeHHbIX HAd AHOHUMHBIU
INEKMPOHHBIU Kowenex
3MOYMBIUTCHHUKOB, U MO20 MEHbLIE.

B nocnegHue rogpbl LLIMPOKYHO NONyndapHOCTb NOMy4YnJsin CMC-paccCbiJiKn UIn
AJIEKTPOHHbIE MNUCbMa C coobueHnamm o BblUIpbIiLLE aBTOMOOMNA NN60O
APYrnx UeHHbIX Npr30B. ansa nonyyvyeHna «Bblrpblilla» 3110yMbILLITEHHUKA
00bI4HO NPOCAT nepeBecTn Ha 3J1IEKTPOHHbIE CHETa onpeaerneHHyro CyMmmy
AJeHer, MOTuBmnpyaAa ato HEeobX0ANMOCTbIO ynnaTtbl HAnoroB, TaMOXXeHHbIX
NOLWUJTNH, TPAHCNOPTHbIX pacxXxodoB U T.4. Mocne nonyyvyeHma AeHeXxXHbIX
cpeacTtB OHUM NepecTaloT BbIXOAUTb Ha CBA3b nnbo NPOCAT nepeBecTun
OOMosHnTesNIbHble CyMMbl Ha O(*)OpMJ'IeHMe BbIUIpbiLLa.

OrpaguTb cebs oT Nnogo6HOro poga NPecTynneHuit npeaenbHo NpocTo.
Mpexae Bcero HeobxoamMmo 6bITb GnaropasymMHbIM. 3agymanTech Hag TeM,
NPUHMMAanK N Bbl y4acTe B PO3birpbille Npu3oB? 3HakoMa Nu Bam
opraHusauusi, HanpasvBLUAs yBeJoMIeHne o Bbiurpbiie? OTkyaa
opraHusaTopam akuMu U3BECTHbI BallM KOHTAKTHbIe AaHHble? Ecniu Bbl He
MOXXeTe OTBETUTb XOTsl Obl HA OAMH U3 3TUX BOMPOCOB, PEKOMEHAYEM BaM

NPOUrHOPMPOBATbL MNOCTYNMBLLEE COODLLEHME.

Ecnu Bbl pelunnn ucneltaTb CHACTbe U BbINTU HA CBA3b C OpraHn3aTopamMm
pOo3birpblilla, noctapanTech NOSTyYnUTb OT HUX MaKCUMaribHO BO3MOXHYHO
NHopMaLmo 06 akumMK, YCRoBUAX y4acTUA B HEW U NpaBusiax ee
nposeaeHnd. [NoMHUTE, YTO yNIOMUHAHWE Ballero uMmeHn Ha VIHTepHeT-cauTe
He siBnsieTca noaTBepXXaeHnem obponopsagovHOCTU OpraHM3aTopoB akUmMn U

rapaHTmeVl BaLlero BblrpbiLla.

IMobasa npocbba nepeBecTn AeHeXHble CPeACcTBa ANd NOMy4YeHUs BbIMrpbILLa
AOIMKHA HAaCTOPOXUTb Bac. [NoMHUTE, YTO BbIUMPLILL B NIOTEPEID BrieYeT 3a
cobow HanoroBble 0b6A3aTenbCTBa, HO NOPSAA0K yNraTbl HAMNOros




pernameHTUpoBaH AeNCTBYOLNM 3aKOHOAATENbCTBOM U HE OCYLLECTBNAETCA
nocpeacTBOM nepeBoa AeHEeXHbIX CPeACTB Ha 3NeKTPOHHbIe cyeTa rpakaaH
N OpraHun3aLuii UNn T.H. «3NEKTPOHHbIE KOLLEMNbKN».

ByabTe 6anTenbHbl U MOMHUTE O TOM, YTO ANS TOro, YTobbl YTO -TO BbIMIPATb,
HeobXxoauMO NPUHUMAaTL y4acTue B po3birpbile. Bce ynoMmnHaHus o ToM, 4TO
Ball HOMep ABMSETCA «CYaCTNMBBLIM» U OKasarcs B CIUCKE Y4aCTHUKOB
notepewu, ABNSATCA, Kak NpaBuIio, NLb YITIOBKOW ANS NPUBMEYEeHUs BaLUEero
BHUMaHUS.

CUTYALLUS 2

Bbl periuim KynuTs B UHTEPHET-
MaraszuHe HOBBIH MOOHILHBIH
tenedoH, HoyTOyK win Qoroanmnapar
M0 CYNEpPIPUBIEKATENILHON LEHEe, HO
MarasuH MPOCHT NEPEUUCTTUTD
npejporary?

Apple iPhone 58 16Gh (cepetpucToiii)
| A \ 12aatpye, @ 15000 pyo
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HUKOI'IA ne nepeuncasiiite
ACHLI'H HA YNIEKTPOHHbIE KOLIEJIbLKH

OEoOEs30 H cYeTa MOOMIBHBIX TeJ1eOHOB.
Onnara  focraska [Tomuume o  mom,  umo
2 Ydenperaes v v UHMEpHeM-Mazasun — He  MOdcem
nw:w‘ npuHuMame oniamy 3d NOKVAKY 6
fiﬁ;f‘ﬁjfiff,lfﬁfi..;u.. maxou opme. Ecau eac npocsam
| oniamums Moeap ¢ UCNOIb308AHUEM
— MEPMUHANO08  IKCAPECC-ONaamvl Wil
e B nepesecmu OeHb2U HA INEKMPOHHBIU

Koweaek, 6epoiAnHocns moao, 4mao 6bl
CIMOJAKHYAUCH C MOWEHHUKAMU Kpaﬁne
6bICOKA.

Hepenku crnyvyam MOLWEHHNYECTB, CBA3aHHbIX C OeATENbHOCTbIO IHTEepHeT-
MarasvHOB U CanTOB MO npogaxe aBnabuneTtoB. Yem npusriekatoT
NOTEeHUManbHbIX XXepTB MoLeHHUKN? [Npexae Bcero - Heob60CHOBaHHO
HU3KMMU LeHamu. [1pu 3akase TOBapOB BacC MOMpPOCAT BHECTU npegonsiarTy,
3a4acTylo NyTeM BHECEHUS AEHEXHbIX CPeACTB Ha HEKUU BUPTYasibHbIN
KoLlernek nocpeacTBOM TepMuHara aKkcnpecc-onnaTtbl. [lanee marasviH B
TeyeHne HeCKONbKNX AHen ByaeT npuaymbiBaTb OTTOBOPKU U obeliaTb Bam
CKOpYHO OOCTaBKy ToBapa, a NoToM beccnegHo ncyesHeT nnbo npuwneT
HeKa4yeCTBEHHbIV TOBap.

Llenb nogoBHbIX canToB — 0OMaHyTb MakCuMaribHOe KOnM4ecTBO Nioaen 3a
KOpOTKMI cpok. Co3aaTb VIHTepHeT-canT cerogHsa — Aerno HECKOSTbKNUX MUHYT,



NMO3TOMY BCKOPE Nocre npekpalleHns paboTsl calT BO3POAUTCS NO APYromy
agpecy, ¢ ApyrMM Au3aiiHoOM U noa ApYruM HasBaHUEM.

Ecnu Bbl XOTUTE KynnuTb TOBap Mo npegonsiate NoMHUTE, YTO CepbesHble
MHTepHeT-MmarasuHbl He 6yayT NPOCUTb Bac NEpevYncnnTb AeHbIM Ha
BUPTYanbHbIN KOWeNek nnm cdeT MobunbHoro TenedoHa. MNMonwute
NHOopMaLM0 O MarasuHe B ceTn MIHTEPHET, NOCMOTPUTE, Kak OOSro OH
Haxo4UTCs Ha pblHKe. Ecnu Bbl MeeTe 4eno ¢ CanToM KPYnHOW Ui
N3BECTHOW BaM KoMnaHun, yéegmtechb B NpaBUibHOCTU HanucaHus agpeca
pecypca B agpecHom CTpoke Baluero 6paysepa. lNpn Heob6xoanmMocTu
noTpebynTe OT agMUHUCTPATOPOB MarasnHa NpeaocTaBUTb Bam
MHJOOPMaLMIO O KOPUANYECKOM NnLEe, NPOBEpPbTE ee, NCMNOSb3YyS
obwenoctynHble 6a3bl AaHHbLIX HANIOrOBbIX OPraHoOB N PEECTP HPUANYECKNX
nuy,. Yéeoutecb B TOM, YTO Bbl 3HAeTE afpec, Mo KOTOPOMY Bbl CMOXETE
HanpaBUTb NPETEH3UIO B Criyvae, ecnu Bbl Oyaete HeAOBOSbHbI MOKYMKON.

CHTYALUA 3
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" YBaxaeMblit knueHT. Bawa
kapTa 3abnokuposaHa. [Ans
pa3bnokupoBaHuns oTnpasbTe

_CMc Ha KOPOTKWIA HOMEP

Bb! nony4usin cMc-cool1ueHue o
TOM, YTO Bama OaHKOBCKas KapTta
3a0Ji0kHpoBaHa?

HUKOI'IA He ornpasasiiite
HHKAKHX [IeHEKHBLIX CpeacTB 1Mo
KOOpPAMHATAM, YKa3aHHbIM B
COO0IIeHHH, He Nepe3BaHHBANTEe HA
HOMeEp, ¢ KOTOPOro OHO MPHULIO, H
He OTHPABJSIHTE OTBETHBIX CMC.

Cambim npasuibHbiM peuieHuem
6 danHOUu cumyayuu 6yoem no3eoHuUms
8 oank, BHINYCIMUGUIUL u
obcayycusarowul - sauly  Kapmy.
Tenehon obamka 6vi Halideme Ha
obopome sawiel Kapmoi.

3aMeTHO y4aCTUINUCh Cny4van paccCblyikn CMC-COODLLEHNI, coaep KaLlmx
MHopMaLMIo 0 TOM, YTO BaHKoBCKas KapTa aboHeHTa 3abrnoknpoBaHa B CUny
paga npuuvH. MIHorga nogobHble coobuieHna cogepxaT Npu3biB NepeBecTy
AeHbr Onsa pa3bnokMpoBKM KapTbl, UHOrAa aboHeHTa NPOCAT NO3BOHUTL UNK

OTNpaBUTb CMC Ha KOPOTKUIA HOMEP.

HeobxoaMMo NOMHUTL O TOM, YTO €QUMHCTBEHHAas opraHusaums, KotTopas
CMOXeT NpoMH(OPMMPOBaTL Bac O COCTOSIHUM BalUeN KapTbl — 3TO BaHK,
obcnyxumBarowwmm ee. Ecnu y Bac eCTb NOAO3pPEHUS O TOM, YTO C BaLLEen




KapTOW YTO —TO He B NOpPsiAKe, eCnu Bbl NOYYMIn CMC-yBeLOMIIEHNE O ee
6roknpoBke, HeMeaneHHo obpaTuTech B B6aHK. TenedoH KIMEeHTCKON CrnyXobl
6aHka 0bbI4YHO YKka3aH Ha obopoTe kapTbl. He 3BOHUTE N He oTnpaBnaAnTe
coobLeHNs Ha HOMepa, yKa3aHHble B CMC-YBEAOMSIEHUN, 3@ 3TO MOXET

B3MMaTbCA OO0MNOJTHUTEe 1IbHa4a nrarTa.

CUTYALIUS 4
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Ha NMEKTPOHHOMN JOCKe
OOBSBIICHHI WJIM B COLIMAJILHON CeTH
Bbl HALIX TOBAp, KOTOPBIH TaK J0JT0
MCKAJIH, ¥ CTOMT OH HAMHOIO JICLIEBIIE
ueM B JAPyrux mecrax?

HUKOI'JIA He nepeunciasiiite
JACeHLI'H HA YIeKTPOHHbIC KOLIEJIbKH,
He YOeAMBIIHCH B 0J1aroOHA/IeKHOCTH
KOHTpAareHra.

Brumamenvho nocmompume e2o
peumute Ha  O0OCKe — 00wBABIEHU,
nouumatime OM3b16bl opyeux
noxkynameneu, nouwume uH@popmayuio
0 Hem 6 cemu Mumepnem. Ilodymaume
HAO mem, noyemy moeap npooaemcs
mak  Oewieeo,  y3Haume  Kaxue
2apanmuy - MoJcem  npeoocmasumbs
npooasey.

OnaurH 13 nonynspHbIX cnocob60B MOLLEHHNYECTB, OCHOBAHHbIX HA JOBEpPUN
CBSI3aH C pa3melleHneM oObsiBNEHUI O NPoAaXke TOBAPOB HA 3NEKTPOHHbIX
[A0OCKax 00BbSABNEHN N MHTEPHET-ayKUMoHax. Kak npaBunno, MoLLIeHHMKK
NPUBIEKAOT CBOMX XKEPTB 3aHMXKEHHLIMU LIeHaMU U BbIFOAHbIMM
NpeanoXxeHnsSMn 1 TpebyroT nepedncnenns npegonnaTel NyTeM nepesoa
[AEHEXHbIX CPEACTB Ha 3MEKTPOHHbIN KOLLEMexk.

Bnaropasymune nomoxeT u 3gecb. BHMMaTenbHo n3ydnte obbsaBneHme,
nocmMoTpuTe nHdopmMaumo o nuue, pasmectTuslem ero. Ecnn Toprosas
nnowazgka uMeeT CUCTEMY PEUTUHIOB NPOAABLIOB, U3YYNUTE OT3bIBbI,
OCTaBfIEHHbIE OPYrMMK NOKynaTensaMn, He 3abbiBasi, O4HAKo, O TOM, YTO
NPECTYNHUKM MOTYT OCTaBNATb NOMOXMUTENbHbIE OT3bIBbI O cebe, NCNonb3ys
OOMONHUTESNbHbIE YYeTHble 3anucu. Bocnonb3yntechb VIHTEpHET-MOUCKOM.
MHorga goctatoyHO BBECTU B (POPMY rnMoucka TenedOHHbIM HOMep Unu
ceTeBOW NceBAOHMM NMpoaasua Ans Toro, YTodbl O6HAPYKUTb, YTO 3TU




AaHHbIE YXXe MCMOMb30BaNNUCh B LIENAX XULLEHUS OEHEXHbIX CPEACTB U
obmaHa nokynaTernen.

MocMOTpUTE CPEeAHIO CTOMMOCTb aHanorM4HbIX ToBapoB. Yepecuyp HM3kas
CTOMMOCTb A0KHa BbI3BaTh Y Bac nogo3peHune. Ecnv nponasel, TpebyeT
NepeyYmcrnnTb emy MorHy UM YacTUYHYO NpeaonnaTty 3a npuobpetaembli
TOBap Ha 3MEKTPOHHbIN CYET, NoayMaiiTe, HAacKOMNbKO Bbl FOTOBbI JOBEPSATh
He3HaKoMOoMy YeroBeky. [ToMHUTe, YTO Nepeymncnss AeHbr He3HAKOMbIM
nvuamM nocpeacTBOM aHOHUMHbIX NNAaTEXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTU UX BO3BpaTa B Crlyvyae, ecrniv caernka He COCTOUTCS.

CHTYAIIHA 5

BEI XOTHTE IPHOOPECTH aBHAOHIETEI
gepes UHTepHET?

HUKOI' JA He noIb3VHTeCh
yCayraMg HeNpPOBepeHHBIX H
HEH3BeCTHBIX CaliTOB DO MOpojaKe
OH1eTOB.

3axasxcume Ouremvl wuepez caium
QsUAKOMNARUU unu azeHmemsa,
ROTONCUMETLHO 3APEKOMEHO0EABUIEZ0 CeOA
Ha puivke. He nepesodume Oewvau 3a
ounemsl HQ 31eKMPOHHLIC KOULETLKU UTU
s3apybescrvie ciema. IIpu 803HUKHOSEHUU
nodo3perull obpamumecs g
NPeoCMasumeILCMeo asUAKOMNAHUL.

Mokynatb aBnabunetbl Yepes NHTepHeT yaobHo. Bam He Hy>XHO HuKyaa
exaTb M CTOATb B odepensax. Bol BoiOnpaeTte peinc, aaty, onnaymsaeTe ounet
N NonyyaeTe ero CnycTsi HECKONbKO cekyHa. CerogHa MHorme nogu
BbIOMpPaOT MMEHHO Takomn crnocob npnobpeTeHna BMNEToB Ha CaMorneT.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb AaHHY0 cdepy 6e3 BHMMaHuS.
3a nocneaHMn rod CyWwecTBEHHO YBETMYMUIOCH KONNMYECTBO Xanob Ha obmaH
NpY NOKYMKe 3NeKTPOHHbIX BuneTtos. Co3gatb MIHTEpPHET-CanT No npogaxe
aBnabuneToB — erno HECKOSbKMX YacoB, Ha CMEHY ero Ha3BaHus, agpeca u
BHeLUHero ogopmneHuns Tpebyetcs ewle meHblle BpemeHun. Kak npasuno,
obMmaH packpblBaeTCs He cpasy, HEKOTOpble y3HalT O TOM, YTO UX BuneTtos
He CyLeCTBYET, N1Lb B adponopTy. OTO AaeT MOLEHHMKaM BO3MOXHOCTb
nepeHecTn ceon VMIHTepHeT-pecypc Ha HOBOE MEeCTO U NPOAoSIKaTb CBOKO
NPECTYNHYI OEATENbHOCTb MO APYrM Ha3BaHUEM.

UTtobbl HE MCNOPTUTL cebe OTAbIX UM 4EeNOoBYHO NOE3aKYy CTOUT BHUMATENbHO
OTHECTUCb K MOKYynKe aBnadbunetoB Yyepes ceTb VIHTepHeT. Bocnonb3yntech
ycrnyramn IHTepHeT-canTa aBuakoMnaHum Unu areHTcTea no npogaxe
GuneToB, AaBHO 3apekoMeHaoBaBLLEro cebs Ha pbiHKe. C OCTOPOXHOCTbLIO



OTHECUTECH K AESATENbHOCTM HEM3BECTHbLIX BaM CanToB, 0COBEHHO TeX,
KOTOpble NPMBIEKalOT Balle BHMUMaHWE cneunanbHbiMy NpeanoXeHnsMmn n
HU3KMMMK LieHaMn. He nepeBoanTe AeHbIM Ha 3NEKTPOHHbIE KOLUENbKU UM
cyeTa B 3apybexHbix 6aHkax. He noneHmMTecb NO3BOHUTL B
NpeacTaBUTENbCTBO aBMakoMMnaHuu, YTobbl yoeanTbcsa B TOM, YTO Ball peinc
CYLLIECTBYET 1 BUNeTbl Ha HEero ellle ecTb. ATU NPOCTbIe NpaBuna No3BonST
BaM C3KOHOMUTb AeHbIM 1 cbepeyb HEPBHbI.

CHTYAIIHAA 7

OOmaeTecs B HHTEpHETE H HMeeTe

HUKOI'JA =He pa3Memaiite B
OTKPBITOM JOCTYIé H He mepejapaiite
pEpopManHI JIHYHOIO  XapakTepa,
KOTOpasi MO&eT ObITh HCIOO.Ib30BaHA BO
Bpea.

Obwerue & cemu € 3HAYUMEILHOU
Mepe obeznuxeHo, u 3a gomozpagduell
NPODUIA MONCEM CKPBIBANLECA KMO Y200HO.
IToumrume o moM, wmo eudeo u

cemegotl nepenucKu, Mozym buims
COXPaHeHvl 30V MBIULTCHRUKAMU u
gnocledcmaeuu UCNOIb306AaHD] €
NPOMUBONDASHBIX YETAX.

Ecnu Bbl nonydnnn CMC nnn MMC coobLeHne Co CChIfIKOM Ha cKkavuMBaHue
OTKPbITKM, MY3bIK/A, KAPTUHKX U KaKon -HNBYyAb NporpamMmmsbl, He cnewunTe

OTKpbIBaTbL €€. [Nepenas no ccbifike Bbl MOXETE, CamMu TOro He Noao3peBas,
Nony4nTb Ha TenedoH BUpPYC Mnn oopMnUTb NOANUCKY HA NMraTHbIE YCMyTIn.

MocmoTpuTe, C Kakoro Homepa 6bino oTnpaBneHo BaM cooblleHmne. Jaxe
ecnun coobLeHne npucnan KTo -To U3 3HaKOMbIX BaM Ntogen, byaet He
NULWHUM JOMONHUTENbHO y6eamTbca B 9TOM, Beb coobLieHmne Morno ObiTb
OTnpaBrieHo C 3apaXkeHHoro TenedoHa 6e3 ero Begoma. Ecnun otnpasuTens
BaM He 3HaKOM, He OTKpbIBanTe ero.

MoMHWTE, YTO yCTaHOBKa aHTMBUPYCHOrO NPorpaMmMHOro obecneyeHns Ha
MOOUMNBHOE YCTPOMCTBO - 3TO HE MPUXOTb, @ Mepa NO3BOMSALLANA MOBbLICUTb
BaLly 6e30nacHoOCTb.



HE OTKPLIBAHTE ABEPb

NOAAM, faXKe eC/IM OHU NPEeACTABNAOTCS
paboTHMKaMK COUMANbHBIX, ra30BbIX,
3NEKTPOCHABXKAKOLWMX YO,

NOAMLIMM, NONUKIMHMKM, XKKX 1 T.4.
Mepe3BoHUTE U YTOUHUTE,

Hanpaensnin av K Bam atoro cneumanmcral

HE NIOBEPAIMTE,

ecnm Bam 3BOHSAT 1 coobLwaroT, 4to

Ball poACTBEHHUK MU 3HAKOMbINA

nonan B aBapMIo, 3a peLueTky, B 60nbHULY
wnu cosepmn AT, 1 Tenepb

33 Hero Hy>XHO BHeCTU 3anor, Wwrpad,
B3AITKY, KyNUTb AOpOr1e nekapcrea -

B 06wwem otkynuTbes. JT0 OBMAR!

bV/ib
bAWTENbHbI!

JBOHMTE B NONULMIO
02/102

becnnarxaa
“ropauas nuuna MBJ Poccun”

8-800-222-14-41

HesHakoMeLl, coobLaeT 0 BbiUrpbiLLe,
GnokMpoBKe 6aHKOBCKOM KapThbl,

0 nepecyeTe KBapTr/IaThl, CPOYHOM 0bMeHe
LeHer Ha AoOMY UK npeanaraer
npuobpecTy ToBapbl U TabneTku

MO HU3KUM “NbFOTHLIM” LeHam?

HE BEPBTE - 3T0 MOLUEHHHUECTBO!



MHoruve noan cerogHs NOJIb3YKOTCA pa3fiMd4HbIMK nNporpaMmmamMm and obmeHa
COOOLLEHMSMU N UMEIDT adKKayHTbl B COLUMaJ1bHbIX CETAX. [na mHornx
obLLeHne B CETU CTano HacTOMbKO NPUBbLIYHbIM, YTO NPAKTUN4Ye€CKN NOJTHOCTbIO
3aMeHunI10 HernocpencTtBeHHoe XXnBoe obuweHne.

MpecTynHMKaM B HaLUW OHWU HE HY>XHO NMPOBOAUTbL CHOXHbIe TEXHUYECKNE
MeponpusaTUS ONs NONyYeHUs AOCTYyna K NepCcoHanbHbIM AaHHbIM, NOAM
OXOTHO AenaTcsa umn camu. Pasmellaa geTtanbHble cBegeHus o cebe B
coumanbHbIX CeTSIX, NOMb30BaTeNM AOBEPSAOT UX ThicAYaM NOAEN, Janeko He
BCE 13 KOTOPbIX 3aCnyXnBatoT AOBEpPUSI.

O6LweHre B ceTU B 3HAYUTENbHOM Mepe 06e3nnyeHo, 1 3a goTorpaduen
Npounsa MOXeT CKpbIBaTbCA KTO yrogHo. NoaTomy He cneayeT packpbiBaTb
Mano3HakoOMOMY YerioBEKY Takme NogpOBHOCTM BaLLEN XXN3HU, KOTOPbIE MOTYT
ObITb MCNONb30BaHbI BO Bped. [TOMHUTE O TOM, YTO BUAEO U
ayauoTpaHCciaAuMn, paBHO Kak M Nory Ballen ceTeBon Nepenunuckn, MoryT ObiTb
COXpPaHEeHbI 31I0YMbILLIEHHMKaMK 1 BNOCNEACTBUN UCMNONb30BaHbI B
NPOTUBOMNPAaBHbIX LENsx.

He 3abbiBaliTe, YTO HUKTO Ny4lle Bac CaMUX HE CMOXET No3aboTuUTbCH O
COXPaHHOCTU TOW NIUYHON MHAOPMAaLIMK, KOTOPOM Bbl HE XOTUTE OENUTLCA C
06LLEeCTBEHHOCTbIO.



Bam no3soxunu/npucnanu SMS ¢ Heu3secTHoro HoMepa ¢ npocb60M 0 NOMOLLH
621M3KOMY YenoBeky

‘He Bnapaiite B NaHuKy, He TOPONHTECH NPEANPUHMMATL ACHCTBHA NO
MHCTPYKUMAM HEH3BECTHBIX NI0AEH

-JajpaliTe 3BOHALLEMY BONPOCH!I IMYHOrO Xapakrepa, NOMOralolLue OTNHYHTD
6113koro Bam yenoseka o MOWEHHHUKA

Tloa, niobbiM NPeANOroM nocTapanTech NPepaarb KOHTAKT ¢ cobeceaHHKOM,
Nepe3BOHUTE POAHBIM M Y3HAWTE, BCE NU Y HUX B NOPAAKE

He TOponuTech cneaoBatb HHCTPYKLLMAM M 0TBEYATH Ha 3anpoc

‘He coobuwaiite nepcoHanbHble AaHHbIE HEM3BECTHDIM IULLAM, AAXE ECNH OHH
NPeACTaBNAKTCA COTPYAHHKAMM DaHKa

TIposepbTe HHOOPMALHIO, NO3BOHKUB B KOHTAKTHbIA LEHTP Bakka
‘HeaameanutensHo oGpaTuTeCh B NPaBOOXPaHUTENbHbIE OPraHbl

He oTKpbiBaiiTe BAOXEHHbIE DaiNbl, HE NEPEXOAKTE N0 CChNKAM, YAaNKTe
N0A03PUTENBHOE CO0BLLEHHE

'"CﬂOﬂbQVﬁTe aHTUBUPYCHOE NporpaMMHoe oBecneyenue AnA Tene®oHoB
TONIbKO OT O@ULLHANbHBIX NOCTABLLHAKOB

Jawmtute ceoi Tenedon, noaxniouute BECNIATHYIO yenyry «Cron-koHTeHT»

‘Bbl 3an04,03pHNK HHTEPHET-NPOAaBLLA B HEA06POCOBECTHOCTH

‘HeoBxoauMo 0cTaBaTbCA GAMTENBHBIM, HE NPUHUMATD NOCNELWHbIX PeweruH u
NPU NEpBbIX Xe N0A03PEHHUAX 0TKA3ATbCA OT NOKYNKH

‘Bcrpeyarses ¢ NpoAaBLOM B 06LLECTBEHHOM MECTe, TaK Kak 310 HauGonee
Ge3onacHbIi ¥ rapaHTMpoBaHHbIA cnocol nokynku. Cneayer nepeaasars
JAEHbTH NPOAABLLY NUYHO B PYKM CPa3y Nocne NoNYYEHHs ToBapa

‘HuKoraa He nepeBoANTL HE3HAKOMBIM NIMLLAM AEHbIM B KaYecTse npeaonnars




Uudopmauma HUB UHTepnona MB[l Poccuu
O CaMblIX pacnpocTpaHeHHbIX BuAaax MOLEeHHNYEeCKNX AeNCTBUN C
MCNONIb30BaHUEM KOMMbIOTEPHbIX TEXHOMNOIUN.

YBaxaeMmeble rpaxgaHe! Ecnn Bbl OTHOCUTECH K aKTUBHbBIM NOMb30BaTENSM
MHTepHeTa, TO pekoMeHayeM Bam obsi3aTtenbHO npoynTatb 3TOT Matepuan!

MOLLUEHHNYECTBO - 3TO XULLIEHME YY>KOr0o UMYLLECTBa UIM NpuobpeTeHne
npaBa Ha Yy>k0e MMYLLeCcTBO NyTéM oOMaHa nnm 3noynotpebnenuns
posepueM. NogobHasa npecTynHas AesaTenbHOCTb NpecneayeTcst 3aKOHOM
He3aBUCMMO OT MecTa COBEpPLLEHMS - B peanbHOW Unu BUPTyanbHOW cpeae.

MoLLEHHNKM NOCTOSAHHO N3bICKMBAKOT BCE HOBbIE U HOBbIE BapunaHTbl XULLEHUA
Hy>XOro nmyulecrtBa. KpaTKO OCTaHOBMMCA Ha CaMbIX paCﬂpOCTpaHéHHbIX.
«Epaqule MOLUeHHun4yecTBa»

TUNUYHBIN MEXAHU3M: C UCMNONb30BaAHNEM CETHU MHTepHeT

NPENMyLLECTBEHHO Ha calTax 3HAKOMCTB NPECTYMHUKM BbIBUPatoT XepTBy,
HanaxunBarT C HAM 3NIEKTPOHHYIO NEPENUCKY OT UMEHU AeBYLLEK, obeLlas
npuexaTtb C LeNbio co3gaHnsa B byayliem cembin. 3aTem nog pasfmyHbIMU
npeasioraMmn «HEBECTbI» BbIMaHMBAKT AEHbIM (Ha nevyeHune, NoKynKy
MobunbHoro TenedoHa, npuobpeTteHmne GuneTos, onnaTbl BU3bl U T.4.).
lMepenucka BegeTcs rmaBHbIM 06pa3oM CTyAeHTaMu NIMHIBUCTUYECKMX
BY3oB. HanpaBneHHble xXepTBamMu OeHbIMM NPECTYNHMKN NOMyYatoT Ha
noAcTaBHbIX Nuy,. locne nonyyeHnst CpencTB Nepenmcka Nog pasnnyHbiMu
npeasiorammn npekpalliaeTcs.

«MpunobpeTeHne ToBapoB U ycnyr nocpeactsom cetu UHTepHeT»

Mbl HACTOSTbKO NPUBLIKIIM MNOKYNaTb B MHTEPHET-Mara3mHax, YTo 4acTo
CTaHOBMMCS HEBHUMATENbHBIMU, YEM M MOMb3YOTCA MOLEHHUKNA. OBbIYHO
cxema MOLLUEHHNYeCcTBa BbIrMAgnUT Tak: CO30aETCA CanT-O4HOCTPAHUYHUK, Ha
KOTOPOM BbIKNaablBaOTCA TOBapbl O4HOMO BU3yanbHOro npusHaka. LleHa Ha
TOBapbl 06bIYHO BECbMA NpUBrieKkaTenbHas, HMXe cpeaHepPbIHOYHOMN.
OTCyTCTBYIOT OT3bIBbl, MUHMMAaIIEH UHTEPMENC, yKa3aHbl CKYAHbIE
KOHTaKTHble JaHHble. Hallle Bcero Takne MHTepHeT-MmarasuHbl paboTatoTt no
100% npeponnarte. [Nepenucka o NpnobpeTeHnn TOBapOB BeLETCS C
NCMNONb30BaAHNEM 3NEKTPOHHbBIX NOYTOBLIX ALWMKOB. [10 4OrOBOPEHHOCTU C
NpogaBLOM AeHbIM NepeyYncrsaTCs, Kak NpaBuno, 3a rpaHuly Yyepes
"Western Union" Ha nmeHa pasnunyHbix nogen. KoHe4yHo xe, ncesno-
npogaseL, nocne nonyyvyeHna geHer ncyesaer!

«Kpuk o nomowmn»

OauvH 13 cambix OTBpaTUTENbHbLIX CNOCOO0B XMLLIEHUS AEHEXHbIX cpeacTs. B
NHTEPHETE NOoSABNAETCA AyliepasaupatroLast uctopusa o bopbbe maneHbLKoro
YyeroBeka 3a XM3Hb. Bpems Maét Ha Yacbl. CpovHO HEOBXOoAUMBI goporme
nekapcTBa, onepauus 3a rpaHuuen un 1.4. NpocaTt okasaTb NOMOLLb BCEX
HepaBHOAYLUHbIX U NepeBeCcTU AEHbIMM Ha yKa3aHHble PEKBU3UTI.

Mbl He Npu3biBaeM OTKasbliBaTb B NOMOLLM BCeM KTO npocuT! Ho! MNpexae yem
nepeBoauTb CBOU AEHbIN, NPOBEPbLTE - UMEKTCS JIN KOHTaKTHbIE JaHHbIe OS1K



CBS3U C poauTenamu (poacTBEHHUKaMK, onekyHamun) pebéHka. MNMo3BoHuTe
UM, HANOUTE UX B COLICETSAX, NoobLLanTechb N ydbeamtecb B YECTHOCTU
HaMepeHUN.

«PULWNHMN

ABnsieTca Hanbonee onacHbIM N camMbliM PacnpPOCTPaHEHHbLIM CMOCOO0OM
MOLLUEHHNYECTBA B MHTEPHeTe. CyTb 3akmo4yaeTcsl B BbIMaHMBaHUN Y XXePTBbI
naposnen, NMH-kogos, HomepoB U CVV-kogoB. CxeM, KOTOpble NoOMoratoT
MOLLEHHMKAM MONYYUTb HY>XHbl€ CBEAEHUS, O4EHb MHOTO.

Tak, C NOMOLLLIO cramM-pacchIfoK NOTEHUMANBbHBIM XepTBaM OTNPaBsAOTCS
NoANOXHbIE NUCbMA, AKOObI, OT UMEHW NeranbHbIX OpraHn3aunin, B KOTOPbIX
AaHbl yKa3aHus 3anUTu Ha "cauT-4BOMHUK" TaKoro yuypexneHns n noarsepanTb
naponu, NMH-KoAbl U ApYryo nHopmaumio, NCnosib3yemMyto BNocrnecTBUm
3M0yMbILLNIEHHUKaMW OS19 KpaXn OeHer co cyeTa xepTBbl. [JocTaTovHO
pacnpocTpaHeHHbIM BNSIeTCs npeanoXxeHme o paboTte 3a rpaHuLen,
yBEOOMIIEHNE O BLIUIPLILLE B NNOTEPEN, @ TakkKe COOBLLEHMS O NOSTyYEHUN
HacnencTea.

«Hurepunckue nucbma»

OOuH 13 camblX pacnpoCcTpaHEHHbIX BUAOB MOLLEHHMYecTBa. TunuyHas
cxema: epTBa Mosfy4yaeT Ha CBOK MOYTY MUCbMO O TOM, YTO ABNAETCS
cYyacTnmBbIM obnagatenem MHOrOMUMNIIMOHHOMO HacneacTea. 3aTem
MOLLEHHUKM NPOCAT y NonydyaTtens nMcbma nomMoLL B MHOTOMUMIMOHHbIX
[IEHEXHbIX onepauusax (nonyvyeHne HacneacTsa, Nnepeson AeHer U3 ogHoW
CTpaHbl B Apyryto), obellas npoueHT oT caenku. Ecnv nonyyartens
COrmnacuTCcsl y4acTBOBaTb, TO Y HEFO NMOCTEMNEHHO BbIMaHMBAOTCS AEHbIM
SIKOObl Ha onnaTy c6opoB, B3ATOK YNHOBHMKAM U T.M.

«Bpokepckue KOHTOpPbLI»

C navana tekyuwero roga B HLUB MHTepnona MB[] Poccuun Habnogaetcs
3HauYUTENbHbIN POCT KONM4yecTBa obpalleHui rpaxxaaH, NnocTpagaBLLnX OT
AENCTBUN BPOKEPCKMX KOHTOP.

B pacnopsxeHun Bropo nmeetcsa nHgpopmauma o criegyroLmnx
Henob6pocoBeCTHbIX Bpokepckmx kKomnaHuax: «MXTrade», «kMMC1S» n
«TeleTrade».

[1na Toro, 4YToObl HE NOTEPSATL CBOM AEHLIN NPU Bbibope Bpokepckom
KOMMaHum Heobxoammo obpaliate BHAMaHWE Ha creayowmne npusHaku,
KOTOpble XapaKTepu3yrT KOMMNaHU-MOLLUEHHMKA: obeLLaHne BbICOKNX
NPOLUEHTOB, OTCYTCTBME permcTpaummn, obelaHme ctabmnnbHon nNpnbsIn
HOBUYKaM- Tpengepam.

Mepepn Tem, Kak 4OBEPUTbL CBOW KanuTasn, BHAMATENbHO U3Yy4nUTe He TOSNbKO
NHTEpPHET-PecypcChbl, HO N odmumarnbHy0 MHpopmauuo o bpokepe n ero
pernamMmeHT.

BaxHo! NomHuTE, 4TO MHBECTUPOBaHWe, NpeasiaraeMoe Ha YCroBUsxX
BpoKepcKon KOMNaHuKW, Bceraa siBNsieTCs BbICOKO PUCKOBaHHbIM Aaxe npu
Hanuumum 6esynpedHon penyTaumnm BpPoOKepPCKON KOMMaHUN.



NMAMATKA

00 OCHOBHbIX crnocodax ANCTAaHLMOHHOIO MOLUEHHUYEeCcTBa

HecmoTpsi Ha npuHUMaeMble NPaBOOXPaHUTENbHBIMW OpraHamMmu Mepbl,
ANCTAHLMNOHHbIE XULLIEHUS C UCMOMb30BAHNEM MHPOPMALMOHHO-
TENEeKOMMYHUKALMOHHbIX TEXHOOMMIA CTPEMUTENBHO HabMpatoT cuny.

MOLLEHHWNKM YMENO UCMOMb3YT BCKO AOCTYMNHYH MHpOPMaLMIO 1
COBPEMEHHbIE TEXHOMNOMNN, pa3bunparoTcs B NCUXONONN Nioaen, BblHyXaas
)KEpPTBY packpbiBaTb BCHO MHpopmaLmio o cebe nnbo coBepluaTb Te UMK NHbIE
OEVNCTBUS, UCMOMb3YOT YenoBeyeckme cnabocTu (CTAKaTenbCTBO, an4YHOCTh),
4yyBCTBa (CocTpagaHune, 00eCrnoKOeHHOCTb 3a BIIM3KUX, KanoCTb) B CBOMX
KOPBICTHbIX MHTEpPECAX.

OCHOBHbIE M3BECTHbIE CXEMbI TENEFOHHOrO0 MOLLEHHNYECTBA:
1. Cny4yan ¢ poaCTBEHHMUKOM.

MoLueHHVK npeacTaBnseTcs poACTBEHHMKOM (3HAaKOMbIM) Y B3BOSTHOBAHHbLIM
ronocom no TenedoHy coobLaeT, YTo 3agepkaH COTPYAHUKaMU NONMLMN 3a
coBepLueHue npectynneHna (cosepwiun O T, xpaHun opyxue nnu
HapKOTUKW, HAHEC TSXXKMEe TenecHble nospexaeHus). [anee B pa3roBop
BCTynaeT sKobbl COTpyAHMK nonmumnn. OH yBEPEHHBIM TOHOM COOBLLAET, YTO
yXXe He pa3 «nomMoran» nogam Takum obpasom. Ho ecnuv paHbLie geHbru
NPMBO3UNN HENOCPEACTBEHHO €My, TO cenvac AeHbrM HeobXoaMMO NPUBE3TU
B onpeaenieHHoe MecTo, nepeaaTtb KakoMy-nmbo YyernoBeky, NMbOo nepesecTn
Ha c4yeT (aboHeHTCKnn HoMmep TenedoHa).

2. Po3abirpbiw npu3oB (3To MOryT ObITb TenedoH, HOYyTOYK, aBTOMOOUNb

n ap.).

Ha tenedoH aboHeHTa COTOBOWM CBA3WN NPUXOAUT CMC-COO00LLIEHNE, N3
KOTOPOro crneayeT, YTo B pe3dynbTtaTe NpoBeaeHHOW NIOTEPEN OH BbiMrpan
aBTOMOOMNb. [JNa yTOYHEHNS BCEX AeTanen noTeHumanbLHom xXepTee
npeanaraeTca NoceTUTb ONpeaeneHHbli CauT U 03HAKOMUTBLCS C YCITOBUSIMA
akuuun, nnmbo NO3BOHUTL MO OAHOMY U3 YKa3aHHbIX TeNedOHHbIX HOMepPOB. Bo
BpeMs pa3roBopa no TefiepoHy MOLLEHHMKN COOBLLal0T O TOM, YTO ANS
BbINOSTHEHUSI HEO6XOANMbIX hOpMarbHOCTEN (ynnaTbl FOCMOLUSNHbI,
oPopMneHNs HeOBXo0aUMbIX JOKYMEHTOB, OnnaThl 3@ KOMUCCUIO NepeBoaa)
cyacTnmeomy obnagartento HOBEHLKOrO aBToMobumna Heobxoanmo
NEpPeYnCnNUTb Ha CYET YKasaHHY MMM CyMMY, a 3aTeM HabpaTb
onpeneneHHy KoMObUHaumMo Lndp 1 cMMBOIOB, AKOObI 451 MPOBEPKU
NOCTYNNEHNA AEHEr Ha CYET M NonydYeHns «koga permcrpauumn». Kak Tonbko
XepTBa 3aBepLlaeT ykaszaHHble MaHUNynsauumn, c4eT obHynseTcs, a
MOLLEHHUKN nc4Ye3atoT B HEM3BECTHOM HarpaBfeHuMm.

Ecnu BbI y3Hanu o npoBefeHnn notepeun ToNbLKO Toraa, Korga «Bbivrpanm»
aBTOMOOWNb, eCrv Bbl HE 3arorHAMNN 3asBKY Ha y4acTue B Her NMMbo Kaknm-
nnbo gpyrnm cnocobom He noATBepPXaarnv CBOe ydacTue B po3birpbllle, To,
BepOsiTHEE BCEro, Bac NbiTaloTcsl 06MaHyTb. ByabTe 0CTOPOXHbI!



3. SMS-npocbba.

ABOHEHT Nosly4aeT Ha MOOUNbHbLIN TeNnedoH CoobLLEHNE: «Y MEHS
Npo6riemMbl, MO3BOHWN MO TAKOMY-TO HOMEPY, €CIN HOMEP HE AOCTYIEH,
MOSOXWN Ha HEro onpeaesieHHy CyMMY 1 Nepe3BOHM». YenoBek NonosiHaeT
CYET N Nepes3BaHMBAET, TeNedOoH No-npexxHeMy He JOCTYMNEH, a AEHbIN
BEPHYTb y>K€ HEBO3MOXHO.

4. TenedOHHbIN 3aKa3 OT pyKoBoAUTeNen NpaBoOXpaHUTENbHbIX U
rocyfaapcTBeHHbIX OpraHoB BNacTu.

Ha tenedoH aboHeHTa (NpegnpuHuMmaTens, pykoBoantensa obbekTa
06LWEeCcTBEHHOIO NUTaHNA, TOProBOro LieHTpa NnMbo nx coTpyaHMkam u ap.)
NOCTynaeT 3BOHOK OT NpPaBOHaPYLUMTENS, KOTOPbIA NPeACTaBNsAeTCa OQHUM
N3 pyKoBOOMTENEN NPABOOXPaAHUTENbHbLIX OpraHoB (NPOKypaTypbl ropoaa u
Ap.) N NPOCUT NOMOJSTHUTbL CYET ero TenedoHa, 4ONONTHUTENBHO K 3TOMY
NpOCUT, Hanpumep, 3abpoHMpoBaThb CTONUK B PpECTOPaHEe 1 coobLLIaeT, YTo Mo
npmes3ay Ha oO6bekT paccunTaeTca. He goxuaasch npmuesaa Skobbl
AOJMDKHOCTHOrO Nua, pyKOBOACTBYSACH NPUHLMIMOM YBaXKEHUSI U JOBEPUS K
PyKOBOAUTENO HAa3BaHHOW AOJTKHOCTY B NPaABOOXPaHUTENbHbLIX OpraHax,
noTepneBLUNIA NepeBoanT Yepe3 TepMuHan 6aHka, NMbo Yyepes 1Hble
dbUHaHCOBbLIE YCIyrn OeHEXHble CpeaCcTBa B yKa3aHHOW CyMMe.

5. MnaTHbIX KOA.

[MocTynaeT 3BOHOK, SIKOObI OT COTPYAHUKA CyXObl TEXHNYECKON NOAOEPXKKM
onepaTtopa MOBUIbHOWN CBSA3W, C NPeafoKEeHNEM NOAKNHYNTb HOBYIO
9KCKITHO3MBHYIO YCIYry Unu Ansa nepepernctpaumnmn Bo nsbexaHme oTKnYeHns
CBS3M M3-3a TEXHUYECKOro cbos, unn ons ynyyweHus kadecTtsa cBasun. Ong
3TOro aboHeHTy npeanaraeTca HabpaTb Nog ANKTOBKY KO, KOTOPbIN
aBnseTcss KoMObUHaLumen ans ocywecTBrneHns MobunbHOro nepesoaa
AEHEXHbIX CPeacTB Co cyeTa abOHEHTa Ha CYET 31I0YMbILLSIEHHUKOB.

6. lUTpadHble caHKUuMKM onepaTopa.

3noyMbILLNEHHUK NPeAcTaBnAeTca COTPYAHUKOM CIy>Obl TEXHUYECKON
nooaepKku oneparopa MobunbHOW CBA3N U coobLlaeT, YTO abOHEHT CMEHUN
TapudHbIN NfiaH, He ONOBECTUB onepaTopa (Takke MOryT 6biTb BapuaHTbl: He
BHEC CBOEBPEMEHHYIO OMnnaTty, BOCMNonb30Bancs ycnyramm poymumHra 6es
npeaynpexaeHuns) n, COoOTBETCTBEHHO, EMY HEOOXO0AMMO onNnaTuTb WTpad B
onpeneneHHoM pasmepe, KyrnuB KapTbl 9KCNpecc-onaTthl U COOBLMB NX
KoAbl.

7. OWMOOYHbLIN NepeBoOAa CpeacTB.

AB6oHeHTY noctynaet SMS-coobLieHre 0 NOCTynreHnn CPpeacTB Ha ero CYer,
nepeBeaeHHbIX C NOMoLbo yenyrn « MobunbHbin nepeson». Cpaldy nocne
3TOro NocTynaeT 3BOHOK U MYXX4YMHa (UIN XeHLLNHA) coobLuaeT, 4Yto
ownBOYHO NepeBen AeHbrM Ha ero CYeT, NPy 3TOM NPOCUT BEPHYTb UX
obpaTHO TeM xe «MobunbHLIM NepeBoaoMy. B AENCTBUTENBHOCTU AEHbIN He
MNOCTynarT Ha TenedoH, a YenoBek NepeBoauT CBOM COBCTBEHHbIE CPeacTBa.
Ecnv no3BOHUTbL NO ykazaHHOMY HOMepPY, OH MOXeT BbITb BHE 30HbI JOCTYyNa.



Kpome Toro, cyLLecTBYIOT Takne HoMepa, Npu OCyLLeCTBIEHN Bbl30Ba Ha
KOTopble ¢ TeriepoHa CHUMalOTCs BCe CpeacTBa.

8. NMpepnoxeHue nonyuyntb goctyn K CMC-nepenncke U 3BOHKaMm
aboHeHTa.

YuntbiBasi CKNOHHOCTb HEKOTOPbLIX rpaXkaaH «MOLINUOHUTBLY 3a BITN3KNMMU U
3HaKOMbIMU, 311I0YMbILLIIEHHUKAMWN UCMNOSb3YETCS crieayollas cxema
MOLUEHHNYEeCTBa B ceTu VIHTepHEeT: nonb30oBaTento npeanaraetca n3yunTb
cogepXaHme CMC-CcoOoBLLEHMI N CINCOK BXOASALWMX U UCXOOALLMX 3BOHKOB
NHTepecytoLwero aboHeHTa. [1ns aToro HeobxoaMmo OTNpaBnTb coobLleHmne
ctoumocTbio oT 10 go 30 pybrnen Ha yka3aHHbIN KOPOTKUA HOMEP M BncaTb B
npegnaraemyto popmy Homep TenedoHa aboHeHTa.

Mocne Toro, Kak nonb3oBaTenb OTNPABMASIET CMC, C €ro cYyeTa CrncbIBaeTCs
cyMMa ropasno 6onblue Tol, YTo Oblna ykazaHa MOLUEHHUKaMU, a
MHTepecyoLas MHpopmaLums BnocrneacTBUM Tak U He NocTynaerT.

9. Mpopaxa umyllecTBa Ha MHTEPHET-CcanuTax.

Mpwn 3BOHKE Ha TenedoH, pa3MeLLeHHbIN Ha IHTepHeT-canTax o6baBneHumn
(ABuTo, ®apllocT, jpom 1 ap.) npaBoHapyLwUTENb NPOCUT NOMOSTHUTL CYET
ero TenedgoHa, NMbo CoobLUTL AaHHbIE U HOMEP KapTbl NOTepneBLlero AN
nepeBofa OeHEeXHbIX CPeACTB B KayecTBe 3agaTka 3a ToBap. llocne
COOBLLEHNA OAHHbIX KapTbl NPOUCXOAUT CNUCaHMNE OEHEXHbIX CPEeACTB.

10. HoBasa cxema TenedOHHOro MoLweHHNYecTBa « BULLNHIY.

OpgHown n3 pacnpoCcTpaHEHHbIX CXEM KVI6epI'IpeCTyI'IHMKOB B nocnegHue rogbl
ctan «BuwunHry — 310 BN MOLLIEHHUYECTBA, NP KOTOPOM 3JT0YMbILLJTEHHUKA
noa noodbim npeanoromM BblHYXAakT Hac NpenoctaBiAaATb
KOH(bM,D,eHLI,MaJ'IbeIe AaHHble B «HALLUNX COBCTBEHHbIX MHTEepecax», TO eCTb
MCKYCCTBEHHO CO3aeTCcA CUTyaLun4, Tpe6yrou.|,aﬂ nomMoLlin oT cneunarincra.

Llenb MoLleHHUKoB nof ntobbiM NpeasioroM U3Bredb CEKPETHYIO NMUYHYIO
MHpopMaLuo o0 KpeauTke. [N nony4yeHuss 4OcTyna K KoHpuaeHUManbHbIM
[aHHbIM BnagenbLa MHUMbIE NMOMOLLHUKN UCMONb3YOT TENE(OHHYH CBS3b
Kak B aBTOMaTM3NPOBaHHOM PEXUME, Tak U HaMpsIMyto OT MHUMOTO
«onepaulmoHcTa» GaHKOBCKOro cekTopa.

Bo MHOrmx cnydasax B TedeHne gHs HaM NOCTOSIHHO HAYMHAKT 3BOHUTbL Ha
MOOUIBbHUK C HE3HAKOMOrO MOCKOBCKOIo HOMepa, HadnHatrouwerocst Ha 495.
3BOHKM C MOCKOBCKMX HOMepPOB 0ObI4MHO HACTOMbKO HACTONYMBLI (MHOr4a 40
AECATN 3BOHKOB 3a A€Hb), YTO Mbl 3a4acTylo YCTYyNaem 1M OTBEYAEM Ha HUX.

Kak TonbKo Mbl OTBEYAEM Ha 3BOHOK, HaM cpasy CoobLLaloT BaXKHYHO
MHGOPMaLMIO O BO3HUKLLMX Npobrnemax Cc Halen KapTon, Hanpumep, YTo oHa
3abnokupoBaHa, a cnyxba 6e3onacHocTn BaHka NpegoTBpaTuia NonbITKy
HeCaHKLNOHMPOBAHHOIO CnNucaHus. 3aTtem 3BOHSALWMI nNpegnaraeT NoMOLLb B
CNOXMBLUENCS CUTYyauumn, Ha KOTOPYO MHOIMME 13 Hac cornaluarTcs.

Hac y6exxgatoT B CPOYHOM pELLEHMN BO3HUKLLEN CUTYaLMK, NoKa eLle He Bce
AeHbrn ykpageHbl. O4yeHb nocnegoBaTenibHO MOLLEHHUKN CTapatoTcs
NONY4YnUTb OT HAC BCHO JIMYHYHO MHAOPMALMIO O KpeauTKe, NPUCKINaoT HOBbIE



naponu u NMVH kogel B CMC-yBegomneHnsax. YcrnokamsaLwmm rofiocom
«b6aHkoBCKMe paboTHVKM» nNpeariaratoT pasnnyHble BO3MOXHbIE BapuaHThI
3aLmThl.

[oragatbCs 0 TOM, YTO NOBGE3HBIN NOMOLLHMK Ha OPYrOM KOHLe npoBoAaa
SIBMSIETCA MOLUEHHMKOM He BCerga ferko, Ho B fitoboM criydae 3TO BO3MOXHO.
M3HavyanbHO MOXHO nobnarogaputb 3a 6AUTENBHOCTL M y3HaTb AOSMKHOCTD,
MHULNanNbl 3BOHUBLLErO COTPYAHMKA KpeaAUTHOW opraHm3aumm u npeanpuHsThb
NONbITKY JO3BOHUTLCS MO ropsivyen JINHUN.

Mcnonb3oBaTtb A5 BbISCHEHUS CITOXUBLLENCA CUTYaLMKU fy4dlle OPYron CBOW
HOMEp, NOTOMY YTO Ha CErOAHSALHUIA AeHb Y BbIMOraTtenemn CyLecTByOT
TEXHOMOrnK, NO3BONAKLLME NepeHanpaBnaTb BCE NOCMeayoLMe 3BOHKN Ha
TenedoHHOE YCTPOMNCTBO MOLLIEHHWNKOB.

11. XuweHunsa ¢ KapT, NOAKMIOYEHHbIX K ONUUN 0eCKOHTAKTHbIX
nnartexemwn.

[ns npoBeaeHnst onnatbl MO TAKOW KapTe AOCTAaTOYHO NPUMOXUTb €€ K
TepmuHany. Beoa MNH-koaa He TpebyeTtcsa ecnu cymma He npeBbiwaeTt 1 000
pybnen. NMpn 3TOM KONUYECTBO pacXoaHbIX TPaH3aKUUM HE OrPaHNYEHO.

UT0o6bl MONYYNUTb AEHBIN, MOLLEHHUKY Aa)Xe He NoHaZo6uTca BopoBaTth KapTy
y knueHTa. Ecnv B 06LIECTBEHHOM TpaHCNopTe NOAHECTU YCTPOMCTBO K CyMKe
MY KapMaHy BrnagenbLla, To cpeacTea cnuwyTcs. [Ans aTux uenen
MOLLUEHHWUKM U3roTaBnMBaOT camoernbHble NepPeHOCHbIE CYUTLIBATENN UMK
NCronb3yT 6aHKOBCKME TepMUHarbl, 0OPMIIEHHbIE MO (PUKTUBHBIM
[IOKyMEHTaM.

Takke B TekyLleM roay 3royMbilLITIEHHUKN NPOA0SIKal0T aKTUBHO
MCNOSb30BaTb (PULLIMHI B COLMANbHbIX CETAX U OHMNanH-MeCcCceHaXepax.
HanbonbLuyto BbIrog4y MOLIEHHMKAM NPUHOCAT MaxmHauum Yyepes ABuUTo, ¢
MOMOLLbIO KOTOPbIX OHW NOSy4atoT JOCTYN B OHManH-0aHK.

12. Banom akkayHTa gpyra.

JTrogn moryT gaxe He nogo3peBaTth, YTO UM MULLIET NOCTOPOHHUI YenoBek nog
BUOOM POACTBEHHMKA, Apyra, C Npocbbon nepesoaa AeHer B CBA3U C
npounsoLlealwmm ropemM. Taknm obpasom, BoMaa B JOBEPUE, MOLLEHHNKN
NbITAlOTCH YKPaCTb Balun OEHbIW.

13. TenecdoHHOE MOLUEHHUYECTBO BO BpeMs nNaHaeMuu.

MHorve 13 Hac BBMAY NaHAEeMUN HaXOAUNUCL A0OMa, YTO aKTUBM3NPOBAIo
MOLLEHHNYeCTBO ¢ GaHKOBCKMMM kapTamu no TenedoHy. O4yeHb onepaTUBHO
3TUM MOMEHTOM BOCMOMb30Banunch BbIMOraTenm ¢ NOMOLLbI0 cMapTdOoHa.

BoT nuilb HECKOMNBKO HOBBLIX MPUMEPOB TOrO, Kak NPoONCXoauT TenedoHHoe
MOLUEHHNYECTBO C MOCEAYIOLLEN KpaXen OeHEr C KpeaAUTKN, yYnTbiBas
COBPEMEHHYIO CUTYyaLMIO:

Ha TenedoH npuxoant CMC-yBegomMneHne o HauncneHm KoMmneHcaummn 3a
Hepabouuin Nnepro BO BpeEMSA aNnaeMun, Ans nonyvyeHns KOTopowu
npeanaraeTcs Nepe3BoHnTb B 6aHK 1 NoodLaTbCa ¢ MHUMbIM
«COTPYAHUKOMDY.



e 3II0YMbILWMEHHWKM 3BOHAT HAM C YBEOOMITEHNMEM O TOM, YTO Mbl SAKOObI
HaxoOunucb B KOHTakTe ¢ 3aboneswnmu Covid-19. B ¢BA3KM ¢ 3TUM
npegnaraeTca CpOYHO caaTb NNaTHbIN aHanmn3 Ha KOPOHaBUPYC, a YTObbI He
HapyLLaTb PEXMUM CaMOU30SISALUNKN, «COTPYOAHUKM nabopaTopmmy roToBbI
npuexatb K HaM Ha goM. [1ns CpOYHOro Bble3ga Gpuragbl HY>XHO COBEPLUUTD
npegonnary.

B obounx cnyvaax nogcrtaBHON YernioBek, 6yab 3TO COTPYAHUK BaHka nnu mes.
nepcoHarn, npegnaraeT CBOK OHManH-NOMOLLb, YTOObI OCYLLLECTBUTL NNaTex,
a ans 3Toro emy HyxxHa nHdgopmauums o cvete. lNocne nonyyeHnsa
HeobX0AMUMbIX OaHHbIX MOLUEHHWUKW BbIBOAAT AEHbIW, @ Mbl, AOBEPYMBbLIE
rpaxkgaHe, OCTaeMcsl C HyneBbIM GanaHcoM.

MprBeOEeHHbI NepeyYeHb MOLLEHHUYECKMX CXEM HEe OrpaHu4YnBaeTCs
NpMBeaeHHbIMU NpuMmepamu. NpecTynHMKKU HaXOA4AT BCe HOBbIE U HOBbIE
CXEeMbI 1 cNocobbl ANs JOCTUXEHUSI CBOUX MPECTYMHbIX 3aMbICIOB.

Kak ybepeubcsi OT TenepOHHbIX MOLUEHHUYeCTB?

YT100bI HE CTaTb XXEPTBOWN 3NOYMbILLNEHHUKOB, HEOOX0AMMO cobnoaaTb
npocTble NpaBuna 6esonacHoro noBegeHUs 1 06s3aTenbHO JOBECTM UX 4O
CBeOeHUs POAHbIX N BNU3KNX:

- HE clieyeT oBepATb 3BOHKaM U coobLeHnsIM, O TOM, YTO poaCTBEHHUK
NN 3HAKOMbI Nonan B aBapuio, 3agepiKaH coTpyaHnkamum nosinbumm 3a
coBepLleHune npectynnieHuna, ocobeHHO, ecnun 3a 3Tum cnepnyet I'IpOCbGa 0]
nepeyuncrieHnn aeHexHblx cpeancTtB. Kak nokasbiBaeT NpPakKkTuKa, OObIYHbIN
3BOHOK 6J'IVI3KOMy YyeJsioBeKY No3BOJIAET pa3BeATb COMHEHUA U NMOHATbL, YTO
3TO MOLLUEHHUKN MNbITAOTCA 3aBJlageTb BalLlMMW cpeacreamm Uin
NMYLLLECTBOM;

- He cieayeT oTBe4vaTb Ha 3BOHKU U SMS-coobLeHnst ¢ HEN3BECTHbIX
HOMEpPOB C I'IpOCb6Ol7I NOJTIOXUTb Ha CHET AEHbI,

- He cneayeT coobuaTh Nno TenedoHy KoMy Gbl TO HU BbINO cBEeOEHUS
NMYHOrO XapakTepa.

CBoeBpeMeHHoe obpallieHre B NpaBOOXpaHUTENbHbIE OpraHbl MOXET NOMOYb
APYIMM MoAsSIM He NonacTbCsl HAa HE3aKOHHbIE YIOBKN TenedOHHbIX
MOLLEHHUKOB.

MpPOTUBOCTOATH MOLLUEHHUKAM BO3MOXHO NULLb NOBbLILLIEHHON
BHUMATENbHOCTbIO, 34PaBOMbICIIEM U BANTENbHOCTLIO.
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